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Agenda

* Ruggedized switches

* New campus switch series
« WIiFi-7 AP

* Mist integrated NAC

* Routing assurance

* New compact MX
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Switches Overview
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EX CAMPUS & BRANCH SWITCH PORTFOLIO

Cloud-Native, Al-Native, Secure and Resilient Switching

nen

EX4400-48MXP,

ne~n

EX4100-H

New EX4400-48XP
Ruggedized New High
Models Power Models EX4400-24X
) ) T T e
| nAwEes— ST FIR R S R R

EX4600 QFX5110
EX4000
i m m m S EX4650 0FX5120 £%9200

Cloud-Native, Mist Al-Native switches (Wired Assurance)

QFX5130
QFX5700

Distribution / Core

1. Cloud-Native 2. Al-Native 3. Assured Experiences

% D A4

Microservices cloud erables Industry-leading AlOps via Mist Al
best agility & scale, and fastest identifies and resolves issues quicker & Enables visbility, efficiency, and resiliency
time todeploy. more reliably, lowering OPEX and needed to dell.ver consistent and rellable
assuring best operator experience. user experiences across full stack.

Juniper Confidential



EX4100-H-12MP Ruggedized Switch

SASEF s

v

4

4 x 100MB/1G/2.5 GbE-T on MGE copper ports
8 x 10MB/100MB/1G on 1 GE copper ports
2 x 1/10 SFP+ fixed Virtual Chassis / Uplink ports*

4 x 100MB/1G/2.5G
2 x 1G/10G fixed Uplink ports
2 x 10G SFP+ Uplinks 802.3af/at/bt on all access ports

MACsec AES 256 support on Multi-gig and Uplinks ports
* Energy Efficient Ethernet
ey «  Up to 360W PoE++ budget using AC and or DC PSU’s

10MB/100MB/ " PoE Power
SKUs 1G QXQ"QTG/ 20"3(83 1Gl/J1 ?if'f Eoftzp” 10G f"é‘ﬁg o Czanl;’I; )(QF‘,)Q’:,’[S Budget (1PSU/ Cooling PSU PS Rating
BASE-T ports P plinKp P P 2PSU)
8 4 2 2 12 N/A ** 340

8 x 10MB/100MB/1G

O 2 x 10G SFP+ VC Ports

EX4100-H-12MP

g>é41 00-H-12MP- 8 4 2 2 12 240W / 360W N/A ** External PSU 340

* 1GbE speed supported only when VC ports converted to network ports
** - Natural Convection cooling

240W / 360W External PSU

© 2024 Juniper Networks J N
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EX4100-H RUGGEDIZED FAMILY OF SWITCHES

EX4100-H-12MP
EX4100-H-12MP-DC

EX4100-H-24MP
EX4100-H-24MP-DC

EX4100-H-24F

* Dry Contact Alarms: 2in & 1 Qut

» AES256 MACsec capability

Remote asset
E_ Stacking/Uplink
4x100MB/1G/2.5G RJ45 2x 10G (Default VC)
+ +
8x10MB/100MB/1G RJ45 2x 10G (Uplinks)
8x100MB/1G/2.5G RJ45 4x 10G (Default VC)
+ +
16x10MB/100MB/1G RJ45 4x 10G (Uplinks)
4x 10G (Default VC)
24x1G SFP +
4x 10G (Uplinks)

EX4100-H-24F-DC

© 2024 Juniper Networks
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= 12 Port, 24 Port Copper and 24 Port Fiber Ruggedized switches
= Fanless with extended temperature range -40C to +75C

=  Mist Wired Assurance support from Day One

*  MGig (up to 2.5G) and PoE++(20W) & Fiber port capability

* Dual redundant PSUs with both AC and DC PoE capability

* Junos feature parity with existing EX4100 switches
Use Cases: Smart Cities lighting/traffic signals, Factory Automation, Airport terminals,

management etc,
_ MACsec{AES256)  POE Budget [2PSUs]

Uplinks (2) +

MGig (4) 360W (PoE++)
Uplinks (4) +
MGig (4) 370W (PoE++)
Uplinks (4)
+ NA

All Access Ports(24)
JUIIPEL
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EX4100-H-24 — System 3D views

EX4100-H-12MP EX4100-H-24MP

Juniper Confidential

EX4100-H-24F
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Day 0 : EX4100-H ACTIVATION with QR CODE

Look for Cloud-Ready Sticker on the EX shipping carton
= |timplies EX switch is Cloud ZTP enabled

Unbox the EX

Redirects

Cloud ZTP

Enabled n

View EX on customer’s Mist account

NNNNNNNN
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CLAIM SWITCH VIA MIST Al APP

Device lnwentary

Clhim Device

Access Poivs Swikzhes YN BEoges Il Edges

EX4100-7A43T

Alig thy QR code wit~in thw frare Lo scan New

Satus
Tatal : &
AL Jle/®asxatia
CAMPUS-TM - 4400-1 ‘
Vers o 222 0X205X.0.X28
=] EXZ300-production
IF Addresx 021170

campus-trme ex4400-2 Aczess Fowts

Windas “lents 0

Or your cla'm ccde bekow

cangnslineeadd00-3

Tozal Sowmer

0LOW
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EX4100-H-12MP — Management options

* Cloud Management ¢ suenes: EXA100-H-12MP-VC e .. T
— Mist Wired Assurance

Froot Pane! Port il

: R 41 Py [i] B ===
* Automation -
a

— Scripting solution based on Ansible
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EX4000
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EX4000

Front view — Compact, 24 and 48 port SKUs

Rear view — Compact non-PoE, PoE, 24 and 48 port SKUs

Juniper
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EX4000

Mist Cloud-native entry level (lower cost) Enterprise class Layer 2 and basic Layer 3 access switches
8/ 12/ 24/ 48 Ports with 1G and MGig, POE+/PoE++ enabled downlink ports with 1G and 10G uplink capabilities
First Juniper product to have Hardware Root of Trust (HRoT) implemented.
* SW is authenticated by HW before boot
FRS Target : Feb’25 (3 SKUs) April’25 (7 SKUSs)
Competing
¢ Meraki: MS120 (1G Uplinks) and MS125 (10G Uplinks)
» Cisco: C1000(1G Uplinks) and C1000 (10G Uplinks)

" sku#  Descripion  Commemary

EX4000-8P 8 Port (8x 1GT, 1x 1GT, 2x 1/10G SFP+ uplink/stacking) PoE+ with 120W PoE budget

EX4000-12MP, -12P, -12T 12 Port (upto 12x 1GT, 4x 2.5GT, 4x 1/10G SFP+ uplink/stacking)  PoE+ & ++ with 240W PoE budget

PoE+ with 370W and PoE++ with
480W PoE budget

PoE+ with 740W and PoE++ with
960W PoE budget

EX4000-24MP, -24P, -24T 24 Port (upto 24x 1G, 4x 2.5GT, 4x 1/10G SFP+ uplink/stacking)

EX4000-48MP, -48P, -48T 48 Port (upto 48x 1G, 8x 2.5GT, 4x 1/10G SFP+ uplink/stacking)

Juniper
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PFE high level comparison

. Feawes B0 B0 BG40
_ No Yes (S/w based 1sec timer) Yes
_ VFP/IFP/EFP VFP/IFP/EFP VFP/IFP/EFP

Juniper
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PFE Unidimensional Scale Results
[ Seale Parameter] ][ EXA000 48MP Resuit ]

PACL ingress ACL terms 510
vian tag 1000
. . 510
jumbo F'ame 9216 PAL L teress AL Lterms
- 1000 VACL ingress ACL terms i
|L2 vian scale 1020 VAC! egress ACL terms 255
8 RACL ingress ACL terms >10
[LACP Lag Max member 10
RACL egress ACL terms °
IMAG scale 32000 g f
7600 IPv4 LPM 1000
IMAC learning rate %0 IPv4 Host 7500
L)HCP snooping 8000 BED session 2.6 seconds 100 sessions
HCP Server S0 L2 IGMP snooping 1024
i $000
HCP Relay 4000 |.PV4 Multicast .
instance-type virtual-router 11
RP 4000 scale
VRRP v4 G 126
150 supplicants per ifd (twe ifd's of same i wu_ps ™
, PFE unit testad for 43MP) VRRP v4 Sessions
otix Supplicants ARF Learning rate 68 fps

Juniper
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MIST Support

< swilenes s PNE-ex4000-48mp-p2a-multidO1

Frant Pancl “ucl Lsl

LX4000 48MP
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B
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MIST Support
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Outdoor
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AP64
Tri band capable,
dual band concurrent

2x2 2.4/6 + 5 + Scan
Omni BLE

Price

Wi-Fi 6Ghz Portfolio

Performance
AP34
AP24 Tri Band 2x2
Tri band capable, Dedicated Scan
dual band concurrent Omni BLE

2x2 2.4/6 + 5 + Scan
Omni BLE

Regulatory approval
where necessary

Premium

AP45

Tri Band 4x4
Dual 5 GHz
Dedicated Scan
vBLE

<

AP47

Tri Band 4x4

Dual 5 GHz & 6Ghz
Dedicated Scan
vBLE

Dual core 10T
2x10Gbps

uwB

© 2024 Juniper Networks
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Expanding Portfolio with Al for Wi-Fi 7

Juniper AP47, driven by Mist AI™

e

2.4,5 and 6 GHz

—® 5 GHz

e 6GHz

. >

2.4/5/6 GHz Scan @— —® VBLE

GPS o —® |oT and ESL

Pressure/Accelerometer @& —e UWB

—e® USB

* = future software release

© 2024 Juniper Networks
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Quad-Radio — 3 data radios and a dedicated Scan radio
* 4x4:4SS Data and 2x2:2SS Scanning

Wi-Fi modes of operation

e Model1: 2.4 GHz+5GHz+6 GHz
e Mode?2: 5GHz +5GHz+6 GHz
e Mode3: 6GHz +6GHz+5GHz

Location and loT

» Patented Virtual Bluetooth LE 5.4 (1st 802.15.4 radio)

« Second 802.15.4 radio —Thread*, ZigBee*, or Matter*

+ Ultrawide Band (UWB) — For additional location use cases
*+ GPS/GNSS L1/L5

Dual 10G mGig Support (802.3bz)

+ 2x10 GbE- 10G, 5G, 2.5G, 1G, 100M
 Full functionality on 802.3bt power
» Hitless PoE — Dual 802.3bt and link failover

3 x AP47 Models

 Integrated Omni, Integrated Directional, and External Antenna

Al for Wi-Fi 7
» Deliver better user experiences
« Simplify IT operations and optimize performance

Juniper
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Network Access
Control
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Juniper Mist Access Assurance Framework

/

Juniper Managed Cloud

g_:.s‘_

Juniper
Mlsl Cloud

Artihcia

lnbellugenoe [’ T@‘ Micraservices

—

ConfhgStats | Cloud &
Evenls Conneclor .1
Access
Assurance
Authentication
& Authorizabion
Service

Conneclor

-

IdP

{ @] .
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Authentication policies
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JUniper

SECURITY update
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Next-Gen Security Appliance Portfolio in 2024

1U 5G FW 20G FW 39G FW 40G FW 8G FW 400G FW 1.4Tb FW
<2G 1.2G IPsec 15 246 FWIPsec 10G IPsec 36G IPsec 29G IPsec Q?IG IPsec 44G IPsec 250G Inline IPsec
SRX3xx SRX1500 SRX1600 SRX4100  SRX2300 SRX4200 SRX4300 SRX4600 SRX4700 280G FW
Fixed Entry Scale Fixed Medium Performance Medium Performance Fixed High End SRX5000
Ent. Edge & DC Ent. Edge & DC DC Edge

Branch Private Cloud/Multi-Cloud Large Data Center/Service Provider

Routing/SD-WAN IPsec/VPN Scalability High Availability SSL/TLS Proxy

SRX Security Software

Edge Security - Premium Bundle SP & Data Center Security — Advanced Bundle

m Intrusion Detection prd ‘_‘%I Web Filtering & Advanced Threat Intrusion Detection m Advanced Threat
& Prevention \ , Content Security Protection & Prevention Protection

\;_ ’d

@Y AppSecure w giil:\reect Seclintel AppSecure i) 2

Juniper
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LEOPARD - SYSTEM 3D VIEWS

Model 1 & 2

Model 3 & 4

mmmmm JUNREL



JUniper

Routing Assurance
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INITIAL PLATFROMS : Small Size Enterprise Edge, Provider Edge, DC Edge,
Peering MX.

MX204 & MX304

- shepng . J  Roamap

Trio 6 800G to 1.6T

L
anal o R

asamatiol Telemetry Marvis Paragon Intelligent Power Mgmt.
Sustainable - Build to Last - Longest Life Span in history of Routing.

by design » Focus on TCO - Cost, Scale, Power Optimized for the target use cases. Full Interop.

Proven » Superior Scalability -> 29M Flows, 2M Filter prefixes etc.

performance » Secure Connectivity — Line Rate MACsec/ IPSec / DDoS / Flexible Filters.

Juniper
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Routing Ul

* New Ul - based on Mist Ul and bespoke to applications.

* Juniper Mist Routing Assurance includes re-use of common components (Org settings,
Users etc) while introducing new Menu items and Tabs for Routers.

o DIVO 0 - S MONVANTOING

B Routers armary site
L] St -
() &) Conmectec E
O F2
0 2 “on-wetee g1
O ) Conmectec FA
a k5
D & Yonscc 100
Il ) Connectec £101
0 &) “onwcmc E300

© 2024 Juniper Networks
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Juniper

NETWORKS



['\h',:n'm\/ Lt b m Potabed f e .1#;(1.5 - e

Router Onboarding

* Inventory > Adopt Router ®° - - e T B

H) Cmmmnnied ) MR Wz Fovm r iz YVECRGAONCY

 Copy onboarding commands and apply to the router.

* Not onboarded?

*  Check connectivity from device - cloud. Telnet oc-term.ai.juniper.net port 2200
* Already in an Org? Devices can only be onboarded into one Org per deployment.
*  Correct instance? Check the commands are copied from the correct instance, e.g. Stage vs Prod

P [—

Router Adcption
« Assign to Site
Please chach wl eher your Roatas)” meet [he requinements bedo e acoptiog the Roaler, Prasquisites
. Con neCtIVIty and Stats are not Aoply the following O commends (0 edop.a Jum par ot
. . . . . Loy [ Lipteard

available until the device is assigned

H SC1 System serices s5h protoco -vers or vi
to a Slte' st systerm authen Goaton-ornder pansswv v:l

Set system log m user A-prod class supecusers

SET SyEtem ICE N USEr 3 prod JJTNertizanan encrpiad-passwerd

$6SEDS N mMZDVEIQEVETS Sam HCrg Wt TDRX . NAMS- TNIgaVue groty PoLIchQ s ik G2 s PFASL pv QLo " WIHXThy 2 1e0Gur94:1
sut system log nouser ab-prod agtherdzaton sshersa “ssharss

AALAEINZICT w2 AN ADNOABAAA BE QD revty LVssu NRGZVINGOWE M T F 320 IXDW T 2ZEanaX ptUUSTTMERS e+ willtx IMALE 252Uy
AXH bcTAon CRuC RF03e bz 1 DGOTiY

FRACILISZBaGN6JIDF+ojvddhgF FUINS kO CRIOMONOTavIDg 1 M nf LaKadn XS xS rZw2Lir < EpL 8)nfFTS2 xEQGpuhOWBs TpachaR g

Juniper
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Router Insights - Interface Queues

* Find dropped
traffic by
comparing
Qvs TX

* Dropped packets

* Queue depth over
time.

e show interface
queues egress

© 2024 Juniper Networks
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MX301
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Juniper Trio 6 ASIC
Optimized for logical scale & flexibility

10GE/100GE/400GE % 100/400/GE %
1.6Tbps per PFE MACsec @ LINE RATE MACSEC Trio Advantages

Up to 9.6Tbps Per . U
Slot * Infinite flexibility with PPE
run to completion

il ONE CHIP, EVElIEF S Mobile Edge * Multi-service scale, routes,
MULTIPLE USE CASES| Residential Edge DC Edge tunnels, counters

* Rich telemetry, highest
sampling and export rates

PROVEN 13M FIB, 80M RIB, 16K VRF, 4M FLOW, * Flexible filters with real
PERFORMANCE 256K FILTERS, 16K SUBS, 128K integrated DDoS
QUEUES

* Integrated security with
MACsec

400G ZR/ZR+ support

Feature-rich protocol stack w/ Junos
Future-proofing Scale & Performance
Proven Trio chipset family

* Scale ML aggregation

HIGHLIGHTS operations with Trio 6

Juniper
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Addition to Compact MX Portfolio: MX301

(T EERTTEE 1
EEN (] 0w . , 1 RU
HHEEE T B S e ——— s : l

 1RU MX, 450mm depth * Class C* Timing SyncE, PTP

» 1.6T BW based on TRIO 6.0 YT * 400G ZR/ZR+/0dBm, 100G ZR

* 4 X 400G /16 X 100G# / 16 X SFP56 * Secure Boot, TPM 2.0 DevID
ports * FIPS, MACsec-CC and NEBS3

* Inline IPsec, MACsec, BNG » Paragon and Mist Manageability at FRS

#16 100G w/ breakout

© 2024 Juniper Networks Juniper Confidential = NETWORKS



Model X / MX301 Overview

@ Poo-DD 100/200/400 @ P26 100
$2 258858855888 | | ot 3
oy | | 1| o | iy |
post b ! = [ ¢ S e 1RU
23 aral e s an - ‘l(

* 1RU MX, 450mm depth
« 1.6T BWbasedon TRIO6.0 YT

« 4 X 400G /16 X100G#/16 X SFP56
ports

* Inline IPsec, WAN MACsec, BNG

#16 100G w/ breakout
* Post FRS

© 2024 Juniper Networks Juniper Confidentia

Class C* Timing Synck, PTP
400G ZR/ZR+/0dBm, 100G ZR
Secure Boot, TPM 2.0 DevID
FIPS, MACsec-CC and NEBS3
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Chassis Isometric View

NNNNNNNN
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MX301 Bring-up Status

* Proto-1A up and running

* Control Path and Data Path both operational
* Able to pass traffic completely

* First time use of MediaTek PHY

* Next Steps —
* Accessing and validating P1A boards
* Validating PTP/Timing Domain | = | = e
« Validating SFP112 A D g L Ll el

,
PR RS LR LR T :
1 [T e hEEdne

o]
= S
- W -_ . vemian| &

l

Juniper
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Summary - Our Al Driven Enterprise Mission

Al Engine
Wireless Wired SD-WAN Data Center
= N I
c D Q rrrrr
s ° =N g
Devices and Users Multicloud Apps
< >

Connected Security

Our Mission:
Juniper-Mist is leading a new era of IT that uses Al to save time and money, deliver unprecedented
scale and provide unparalleled user experiences.
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